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What can you get?



Advanced dashboards on Azure



Dashboards on Power BI



What about 
unexpected cost?



Telemetry Pr ic ing: Maximizing Your Free 5 GB

• 5 GB i s  f ree .
– Do you  want  to  s tay  in  tha t  range?

▪Set  a  da i l y  cap  a t  160 MB  pe r  day  ( to  avo id  unexpec ted  
charges) .

• One even t  t yp ica l l y  takes  2 -10  KB.
– Th is  to ta ls  in  5 ,000  –  80 ,000  even ts .

▪32,000  even ts  per  day  a re  poss ib le  w i th  an  average  even t  
s ize  o f  5  KB.



Managing Telemetry Data and Costs
W h a t  t o  F i l t e r  O u t ?

• H igh -Vo lume  Da ta  Sou rc es :
– Web Serv ice  Ca l l s :  Thes e  c an  gene ra te  s i gn i f i c an t  amoun ts  o f  da ta .
– Background  Sess ions :  O f t en  p roduc e  l a rge  vo l umes  o f  t e l eme t r y  

da ta .
– Other  No isy  Da ta :  I den t i f y  and  exc l ude  l es s  c r i t i c a l  da ta  t o  s t ay  

w i t h i n  f r ee  l im i t s .

• Why  F i l t e r?
– Cost  E f f i c iency :  Reduc ing  unnec es s a ry  da ta  he l ps  i n  s t ay i ng  w i t h i n  

t he  f r ee  5  GB  l im i t .
– Re levan t  Ins igh ts :  Foc us  on  es s en t i a l  da ta  f o r  be t t e r  i n s i gh t s  and  

dec i s i on -mak ing .



Managing Telemetry Data and Costs
W h a t  i f  I  Wa n t  t o  P a y?

• P r i c i ng  De ta i l s :
• Cost :  $2 .76  pe r  GB  beyond  t he  f r ee  5  GB .
• Month ly  Vo lume :  A l l ows  f o r  100 ,000  even t s .
• Da i ly  Vo lume :  Equ i va l en t  t o  abou t  3 ,300  even t s  pe r  day.

• Cons ide ra t i ons :
• Budget  P lann ing :  Unde rs tand ing  c os t s  he l ps  i n  budge t i ng  f o r  

add i t i ona l  da ta  needs .
• Data  Pr io r i t i z a t ion :  Pay  f o r  t he  mos t  va l uab le  da ta  t o  ens u re  

mean ing fu l  i n s i gh t s .



Too much signals…
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Limit signals…



Dai ly cap set t ing



Fi l ter events with Data Col lect ion Rules



Fi l ter events with Data Col lect ion Rules



Fi l ter events with Data Col lect ion Rules



Determine which 
signals to limit



Maybe we don’t  need these?

• RT0003 and  RT0004  -  Au thor iza t ion  Succeeded,  log  fo r  
webc l ien t  on ly,  o therw ise  too  many  records

• ( t o s t r i n g ( P ro p e r t i e s . e ve n t I d )  < > " R T 0 0 0 3 " o r
t o s t r i n g ( P ro p e r t i e s . c l i e n t Ty p e )  = = " We b C l i e n t " )

• RT0006 -  Repor t  rendered :  1320  -  No t i f i ca t ion  Emai l
• RT0008 -  Incoming  WS ca l l s  fo r  spec i f i c  pub l i shers  tha t  

genera tes  la rge  amount  o f  API  ca l l s
• RT0019 -  Outcoming  WS ca l l s  fo r  spec i f i c  pub l i shers  tha t  

genera tes  la rge  amount  o f  API  ca l l s



Maybe we don’t  need these?

•  RT0030 -  Er ro r  d ia logs  w i th  empty  tex t  (no t  rea l l y  e r ro rs )
– ( t o s t r i n g ( P r o p e r t i e s . e v e n t I d )  < > ' R T 0 0 3 0 ' o r t o s t r i n g ( M e s s a g e )  ! s t a r t s w i t h " E r r o r  

d i a l o g  s h o w n : " o r P r o p e r t i e s  h a s  " a l E r r o r M e s s a g e " )

• AL0000JBO -  Pos t ing  Prev iew ca l led
•  AL0000E24 -  Job  Queue L i fecyc le  Job  queue en t ry  enqueued
•  AL0000E25 -  Job  Queue L i fecyc le  Job  queue en t ry  s ta r ted
•  AL0000E26 -  Job  Queue L i fecyc le  Job  queue en t ry  f in i shed
•  AL0000CTV -  Emai l  sen t
• LC0040 -  Task  XYZ c rea ted :  T IME schedu led  to  run  a f te r  

DATETIME.  Ready  to  run :  True
• LC0043 -  Task  XYZ ma in  codeun i t  ID  comple ted .



Advanced f i l ter ing example rule

Source
|  where  not  ( tost r ing  (Proper t ies .event Id )  in  ( "RT0003" ,  
"RT0004" ,  "RT0006" ,  "RT0008" ,  "RT0010" ,  "RT0014" ,  "RT0015" ,  
"RT0016" ,  "RT0019" ,  "RT0020" ,  "LC0024" ,  "LC0025" ,  "LC0040" ,  
"LC0042" ,  "LC0043" ,  "LC0045") )
|  where  tost r ing(Proper t ies .envi ronmentType)  ==  "Product ion"



AppPageViews rules

• 0 =  Product ion,  1  =  Sandbox

• s o u rc e  | w h e re t o s t r i n g ( M e a s u re m e n t s . e nv i ro n m e n t Ty p e )  = = " 0 "

• The  “Proper t ies .env i ronmentType”  i s  no t  cu r ren t l y  ava i lab le  in  
AppPageViews ,  bu t  the re  i s  a  s im i la r  in fo rmat ion  in  
(Measurements .envi ronmentType )



Al l  Event  IDs can be found on BC docs













POWER OF KQL



where project extends render



Part 1 of KQL 
query – filter 
the data

Using Where statement to do filtering

| where timestamp > ago(60d) // adjust as needed

| where customDimensions.eventId == 'RT0006’ 

| where tostring(customDimensions.environmentType) == 
"Production“

| where customDimensions.alStackTrace contains XZY
XYZ – could be some Object Id for example



Part 1 of KQL 
query – filter 
the data

| where tostring (customDimensions.clientType) != 
"Background“

| where not (tostring (customDimensions.aadTenantId) 
contains “aadTenatID")

| where (tostring (customDimensions.extensionVersion) 
contains “1.2.3.4") 

| where tostring(customDimensions.alObjectType) != 
‘Codeunit'



Part 2 of KQL 
query –  limit 
the number of 
columns

Using project statement to limit the number of columns

| project timestamp
, aadTenantId = customDimensions.aadTenantId

// ...



Part 2 of KQL 
query –  limit 
the number of 
columns

| project timestamp 
// in which environment/company did it happen 
, aadTenantId = customDimensions.aadTenantId 

, environmentName = customDimensions.environmentName 
, environmentType = customDimensions.environmentType 

, companyName = customDimensions.companyName 
// in which extension/app 

, extensionId = customDimensions.extensionId 
, extensionName = customDimensions.extensionName 

, extensionVersion = customDimensions.extensionVersion 
, extensionPublisher = customDimensions.extensionPublisher 

// in which object 
, alObjectId = customDimensions.alObjectId 

, alObjectName = customDimensions.alObjectName 
, alObjectType = customDimensions.alObjectType 



Part 3 of KQL 
query – add 
new columns 

Using extend operator to add new columns (calculations)

| extend extensionVersion = tostring 
(customDimensions.extensionVersion)

| extend executionTime = totimespan 
(customDimensions.executionTime) / 1ms

| extend renderTimeInMS = totalTimeInMS – 
serverExecutionTimeInMS



More complex statements with where, extend, and project

| where not (tostring (customDimensions.extensionVersion) 
contains ‘1.12.123.1234’)

| extend version = split(extensionVersion, '.')
| extend 

    baseVersion = tostring(version[0])
    , versionMaj = toint(version[1])
    , versionMin = toint(version[2])

| extend appVersion = versionMaj + versionMin

| project
versionMajMin = strcat(versionMaj, '.', versionMin)

, versionA = strcat(tenantId, ': (', baseVersion, ')')



Part 4 of KQL 
query – 
render chart

| render columnchart
    with (

    legend=hidden,
    xtitle="Version",

    ytitle="RT0005 Count",
    title="Long running queries by version")



Part 4 of KQL 
query – 
render chart

| render areachart
    with (

    legend=hidden,
    accumulate=true,

    kind=stacked,
    xtitle="Time",

    ytitle="Total time long-running events (seconds).",
    title="Long-running events by extension.")



Part 4 of KQL 
query – 
render chart

| render barchart
    with (

    xcolumn = functionName,
    xtitle="Average (ms)",

    title='Top 10 execution times of functions.',
    ycolumns=sumExecutionTime,

    ytitle="Total Time (ms)",
    legend=hidden)



Part 4 of KQL 
query – 
render chart

| render piechart
    with (

    legend=hidden,
    xtitle="Version",

    ytitle="RT0005 Count",
    title="Long running queries by version")



Alerts



BEEP! BEEP! Aler t  me

• Time-Savers  
– S e t  a n d  F o r g e t
– I n s t a n t  N o t i f i c a t i o n s

• Cons is tency  i s  a  Key
– 2 4 / 7  a l e r t n e s s
– H u m a n  E r r o r  R e d u c t i o n

• Proac t i ve  Prob lem So lv ing
– E a r l y  D e t e c t i o n
– S w i f t  R e s p o n s e

• Data -Dr iven  Dec is ions
– R e a l - T i m e  I n s i g h t s
– T r e n d  A n a l y s i s

• No  Code
– Power  B I

• Low Code
– Azure  App l i ca t ion  Ins igh ts  

A le r t s
– Azure  Log ic  Apps
– Power  Au tomate



ISV and VAR Aler ts Responsibi l i t ies

C o n d i t i o n E v e n t  I d ( s )
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Telemetry driven 
implementations



How to see which cl ients the users at  customer use



How to see which standard features customers use



How to see which repor ts is customer using



How to see i f  customer is using Microsoft  connectors



Traditional top-N 
analysis



Telemetry for sensit ive f ie ld changes

• S igna ls :
– AL0000DD3  (Sens i t i ve  f ie ld  mon i to r  s ta tus  has  changed)
– AL0000CTE  (Sens i t i ve  f ie ld  va lue  has  changed)
– AL0000EMW  (Sens i t i ve  f ie ld  added to  mon i to r / removed f rom 

mon i to r )
• Delete  Change Log Ent ry  t ab le  more  f requent l y  because  your  

da ta  i s  s t i l l  i n  App l i ca t ion  Ins igh ts .  Save  da tabase  space .
• Se tup  an  aler t  t ha t  can  send  a  more advanced not i f icat ion  

compared  to  the  Bus iness  Cent ra l  s tandard  ema i l  no t i f i ca t ion .



Telemetry for sensit ive f ie ld changes – example query

traces
| where timestamp > ago(7d) and customDimensions.eventId == 
'AL0000CTE'
| project timestamp, eventId=customDimensions.eventId, message
, componentVersion = customDimensions.componentVersion
, aadTenantId = customDimensions.aadTenantId
, environmentType = customDimensions.environmentType
, environmentName = customDimensions.environmentName
, extensionVersion  = customDimensions.extensionVersion
, alTableNumber = customDimensions.alTableNumber
, alFieldNumber = customDimensions.alFieldNumber
, alTableCaption = iff( isempty(customDimensions.alTableCaption), 
customDimensions.altableCaption, customDimensions.alTableCaption )
, alFieldCaption = iff( isempty(customDimensions.alFieldCaption), 
customDimensions.alfieldCaption, customDimensions.alFieldCaption )



Fancy visualization



Azure Managed Grafana

Source: Stefano Demiliani Blog



Why Grafana?

• Impac t ing  v isua l  ou tpu ts  and  r ich  dashboard ing f ea tu res
• Poss ib i l i t y  to  add  mult ip le  data  sources  and quer ies  t o  a  

dashboard
• Role-based dashboards ( you  can  c rea te  ro les  and  ass ign  users  

to  a  dashboard)
• Poss ib i l i t y  to  access  the  dashboards  v ia  a  dedicated instance 

(no  need  to  access  the  Azure  Por ta l )



Azure Managed Grafana features

• What  can  be  da ta  source?
– Azure  Mon i to r,  Azure  Data  Exp lo re r,  SQL Server  and  Azure  

SQL,  MySQL,  Goog le  C loud  Mon i to r ing ,  C loudWatch ,  
A le r tmanager,  E las t i csearch ,  Grap i te ,  e tc…

• Ro les :
– T h e  Ad m i n  r o l e  p r o v i d e s  f u l l  c o n t r o l  o f  t h e  i n s t a n c e  i n c l u d i n g  v i e w i n g ,  

e d i t i n g ,  a n d  c o n f i g u r i n g  d a t a  s o u r c e s .
– T h e  E d i t o r  r o l e  p r o v i d e s  r e a d - w r i t e  a c c e s s  t o  t h e  d a s h b o a r d s  i n  t h e  

i n s t a n c e .
– T h e  V i e w e r  r o l e  p r o v i d e s  r e a d - o n l y  a c c e s s  t o  d a s h b o a r d s  i n  t h e  i n s t a n c e .

• $6  per  month  /  pe r  ac t i ve  user



Azure Managed Grafana

Source: Stefano Demiliani Blog



Feature of telemetry or 
not?



Current work ing process

BC • S e s s i o n . L o g M e s s a g e
• P l a t f o r m  S i g n a l s

AppInsights • https://dc.services.visualstudio.com/v2/track

Power BI

https://dc.services.visualstudio.com/v2/track


New concept… (work in progress for nex t session)

BC
SDK for 

OpenTelemetry

• O p e n Te l e m e t r y  s t a n d a r d  
u s e d  w i d e l y,  e v e n  f o r  C #

AppInsights
Proxy to 

custom server
• https://dc.services.visualstudio.com/v2/track

Sentry

• V i s u a l i z a t i o n s
• I s s u e  t r a c k i n g
• I n t e g r a t i o n  

w i t h  G i t H u b
• …

https://dc.services.visualstudio.com/v2/track


Sentry Telemetry using OpenTelemetry



Sentry Telemetry using OpenTelemetry



Sentry Telemetry using OpenTelemetry





Coming soon…
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