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1...2...3...Telemetry has been enabled.

Home > Application Insights >

Application Insights

Monitor web app performance and usage

Setup Azure
Application Insights

Basics Tags  Review + create

Create an Application Insights resource to monitor your live web application. With Application Insights, you have full
observability into your application across all components and dependencies of your complex distributed architecture, It
includes powerful analytics tools to help you diagnose issues and to understand what users actually do with your app. It's
designed to help you continuously improve performance and usability. It works for apps on a wide variety of platforms
including .NET, Nodejs and Java EE, hosted on-premises, hybrid, or any public cloud. Learn More

Microsoft Azure P Search resources, services, and docs (G+/)

Home

PROJECT DETAILS

@ Dynam|CSM|ndS /<P T& Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all

T . YOour resources,
Application Insights

Subscription * (O | Microsoft Azure Sponsorship ~ |
P Search ¢« % Applicaion Dashboard & Gettingstarted ) Search o Logs @ Monitor resource group R Feedback 77 Favorttes = Rename [ Delte Resource Group * O [ (New) DynamicsMinds >
. Create new

Q OUEWiEW " Essemlals INSTANCE DETAILS
B Adiviylog Resource group (move) : DynamicsMinds Instrumentation Key : 29ec63ee- d6309f57409c  Name* © [ Dynamicshings ]

Location : West Europe Comection Sting nstrumentationkey=20ect3ee-cSaz-dd3  Redion * @ | europe) west europe V]
9}1 Access control (|AM) ;

o ) ) ) WORKSPACE DETAILS

Subscription (move)  : Microsaft Azure Spansorship Warkspace : DefaultWorkspace-e28afbfa-931-43b3-4 o ) _ _
6 Tags Subscription * (O | Microsoft Azure Spansorship ~ |

SLGSCFIptGF D +e2Befbfy-93Te-43b3-8803-€78d1531 50 Log Analytics Workspace * (O | DefaultWorkspace-e28efbfg-93 1e-43b3-88b3-78df531c590-EUS [eastus] v |

# Diagnose and solve problems

Tags (edi) + Add tags
> Invastiate

DY:<
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1...2...3...Telemetry has been enabled.

Configure BC to use

Application Insights

Dynamics 365 Business Central admin center

Environments > Production
Environments

1 Naotification Recipients , ,
Details Active ©
¥ Telemetry
Mame Application Family Country/regicn Azure Region
0, Reported Outages Production Business Central IT West Europe
$2 Operations
Type Application Insights Key (7]
@ Capacity Production bebct2b1-05e5-4b41-
(
Modify )
DY < URL
https://businesscentral.dynamics.com/ /Production
!QSMINDS




Home » PDFViewerApp

1...2...3...Telemetry has been enabled.

Application Insights

& P O e

Overview

Activity log

Access control (1AM)
Tags

Diagnose and solve problems
Investigate

Monitoring

Bl Alerts

4 Metrics

@ Diagnostic settings
¥ Logs

a workbooks

Usage

Configure

Settings

Automation

Help

. DynamicsMinds | Logs

¥ New Query 1* f

¥ PDFViewerApp Select scope

Tables Queries Functions

R Search

1~ Collapse all
Favorites

You can add favorites by clicking on
the ¥ icon

4 Application Insights

» B availabilityResults

» B browserTimings

» B customEvents

» B customMetrics

» B dependencies

» B exceptions

» B pageViews

» B performanceCounters
» B requests

» B traces

Time range :
& 1 traces
Results  Chart

timestamp [UTC] 71
> 5/22/2024, 418:30.828 PM
¥ 5/22/2024, 4:18:28.440 PM
> 5/22/2024, 6:04:58.678 AM
¥ 5/22/2024, 4:02:36.236 AM
> 5/22/2024, 3:24:47.038 AM
> 5f22/2024, 3:17:38.192 AM
¥ 5/22/2024, 3:17:38.173 AM
> 5/22/2024, 3:05:08.868 AM
> 5/21/2024, 6:23:46.641 PM
¥ 521/2024, 6:13:02.213 PM
> 5/21/2024, 6:12:01.064 PM
> 5/21/2024, 1:30:23.350 PM

> 5/21/2024, 1:30:23.141 PM

> 5/21/2024, 10:21:36.389 AM

Last 7 days

Bl save v & Share v
message severityLevel
Extension installed successfully:... 1
Extension synchronized success... 1
Cperation excesded time thres... 2
Extension is already synchroniz... 1
Operation exceeded time thres... 2
Cperation exceeded time thres... 2
Operation exceeded time thres... 2
Operation exceeded time thres... 2
Extension is already synchreniz.. 1
Extension published successfull... 1
Extenszion compiled succassfull... 1
Extension published successfull.. 1
Extension compiled successfull... 1
Cperation excesded time thres... 2

Mew alert rule

= Export v

itemType
frace
frace
frace
frace
frace
frace
frace
frace
frace
frace
frace
frace
frace

frace

57 Pinto v

&

Try the new Log Analytics

Format query

custemDimensions

{"componentVersion":"24,0,195...
{"componentVersion""24.0.195...
{"componentVersion™"23.0.195...
{"componentVersion""23.0.195...
{"componentVersion™"23,0.195...
{"extensionVersion""23.5.22.0" ...
{"extensionVersion™"23.5.22.0" ...
{"extensionVersion™"23.5.22.0" ...
{"componentVersion":"24.0,195...
{"componentVersion""24.0.195...
{"componentVersion™"24,0.195...
{"componentVersion":"23.0,195...
{"componentVersion""23.0.195...

{"componentVersion™"24.0,195...

D Feedback

operation_Name

MNIA

MFA

Leng running operaticn (AL me.
MNIA

Loeng running operaticn (AL me...
Leng running operaticn (AL me..
Long running operation (AL me...
Loeng running operaticn (AL me...
MNIA

MFA

MA

MNIA

MFA

Leng running operaticn (AL me.

8= Queries | 9

Verify Collection of
signals in Application
Insights

oper [

00

00
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00

clr

da

18

7d

00

00

0o

00

00

suLInjo7)



.2...3...Telemetry has been enabled.

Configure BC to use
Application Insights

Setup Azure

Application Insights Verify Collection of
signals in Application

Application Insights
Mo T

‘ =1 Notifica ; InSIthS

X Telemet

@ Reporte

rehitecture. It

y of platforms % Operatit

b capacit
e > PDFViewerapg
DynamicsMinds | Logs
ize and manage all . Aeplction nshs

search 9 NewQuery 1+

080 L o : Time

ontrol (AM)

0 DynamicsMinds

* togi
- p— ey custombime aperston Nme
Application nsights
e Coamponent A

O Owervay A Essentas > B susiabiyResult
-]
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e Ccomgenent 5. Long unning peration (L
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What can you get



Advanced dashboards on Azure

Microsoft Azure P Search resources, services, and docs (G+/)

£ DynamicsMinds Dashboard

Shared dashboard | Read-only access

Create T Upload 'C' Refresh /' Full screen / Edit S‘_)é Manage sharing ~ %) Manage nistory % Export v |D Clone

+7 Add filter

Auto refresh : Off Local Time : Past 3 days

V

ﬂ The query's time range may be different from the one on the dashboard

Weng running queries by Version ) =b

L i ies by T t 5
&) ong running queries by Tenan 0 =p

ﬂ The query's time range may be different from the one on the dashboard

20,000 8.0

15,000

RTO005 Count
Total Tirme

¢ y 0 2

y ] 202.

Event Date

Weng running queries by Client Type. 'C' = [ P Weng running queries by Tenant (Human facing). C‘ =R

o The query's time range may be different from the one on the dashboard o The query's time range may be different from the one on the dashboard

150,000,000

=
=1

Total Time {ms).

w
=

Total Tirne (ms)

2024-05-22

R'_"‘ Feedback

s V

o The query's time range may be different from the one on the dashboard

L i ies by Function N . N
ong running queries by Function Name () =p [ O

L7

Total Time

Won running queries by Function Name 5
g gq v :J =h [

0 £

o The query's time range may be different from the one on the dashboard

75,000,000

Total Time (1

%OS - Top 10 log

“ The query's tir

Swerage (ms)

%OS - Top 10 fur

. 30001 [ms) -

Asarage |
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Dashoards on Power Bl

[ File ~ = Evport ~ W ChatinTeams §J Getinsights =7 Subscribe

Tenant/Environment/Company

Error dashboard
All

This page shows errors happening for users. integrations with external systems, and setup/system errors

Clients User errors User logins Error dialogs Error message Permission
Locations When users gets error dialogs, it can be a symptom of feedback Errors

missing knowledge about the system or that some
Page views features are not setup the way they are supposed to 0 3 3 8 1 2 0

Repors

Fean sage = . = =
SIS Integrations errors Web Service Web Service Key  Connectorcalls  Web service calls  Web service calls

Integrations External systems communicate with BC using web Ll}gins |ngins Eincoming}l [incoming} (outgoing)
services, Failures in this area means that some of the

Connectlors integrations are probably not working correctly. 1 0 1 71
Deprecated features 5 K 2 1

Abaut the repont

System errors Emails Tasks Job Queue Reports
Errors Some BC modules or code might be msconfigured
Failures here indicate the the system is not setup
23 (1595 sy jo
Login emors
Error dialogs . ; ’
: Configuration Database Environment Company Extension
Ll s packages (failed) deadlocks lifecycle lifecycle lifecycle

Error messages

38 O 1081 0 368

Ernronmant fifecycle emors

Company |ifecycle arrars

€ Goback

4 * 1
DY Microsoft Dynamics 365
o&c‘ and Power Platform Conference
Pre-Day: MAY 26, 2024
IQSMINDS MAY 27 - 29, 2024

Portoroz, Slovenia, Europe



What about

[

unexpected cost



Telemetry Pricing: Maximizing Your Free 5 GB

5 GB is free.
—Do you want to stay in that range?

Set a daily cap at 160 MB per day (to avoid unexpected
charges).

* One event typically takes 2-10 KB.
—This totals in 5,000 — 80,000 events.

32,000 events per day are possible with an average event
size of 5 KB.

DY Microso ft Dynamics 365
? and Power Platform Conference
NAM Pre-Day: MAY 26, 2024

IQSM'NDS MAY 27 - 29, 2024
Portoroz, Slovenia, Europe



Managing Telemetry Data and Costs
What to Filter Out?

« High-Volume Data Sources:
—Web Service Calls: These can generate significant amounts of data.

—Background Sessions: Often produce large volumes of telemetry
data.

—Other Noisy Data: Identify and exclude less critical data to stay
within free limits.

« Why Filter?

—Cost Efficiency: Reducing unnecessary data helps in staying within
the free 5 GB limit.

—Relevant Insights: Focus on essential data for better insights and
decision-making.

Microso ft Dynamics 365

DY? and Power Platform Conference
NAM

IQSM'NDS MAY 27 - 29, 2024
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Managing Telemetry Data and Costs
What if | Want to Pay?

 Pricing Details:
« Cost: $2.76 per GB beyond the free 5 GB.
* Monthly Volume: Allows for 100,000 events.
* Daily Volume: Equivalent to about 3,300 events per day.

e Considerations:

- Budget Planning: Understanding costs helps in budgeting for
additional data needs.

- Data Prioritization: Pay for the most valuable data to ensure
meaningful insights.

Microso ft Dynamics 365

DY? and Power Platform Conference
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History of Business Central Telemetry by Area

2020 release wave 1 2020 release wave 2 2021 release wave 1 2021 release wave 2 2022 release wave 1 2022 release wave 2
{\r16:| [v1 7) {\r1 8) |:1|r1 g9) {v?.ﬂ:l [VEI )

2019 release wave 2
(v15)

Database deadlocks

Web Service Request

Web Service Request

(outgoing)

(incoming)

Long running

operation
query)

App Key Vault

Report Execution

configuration
changes
User checklist
lifecycle
. .
dialogs
Session stops

Environment
lifecycle and

Error dialogs
Error message votes

= g m,
EHE IR IR E:
IR IEE
] 8 m
M-m-mm 8 | i




Number of events trough BC versions

BC19 1671
BC21 1977
BC24 2161
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Limit signals...



Daily cap setting

Home » Application Insights > MandatoryFields

DynamicsMinds | Usage and estimated costs
Application Insights

| P Search | ¢« Z Datasampling = Z Dpailycap |& Custom metrics (Preview) [ Help
@ Overview
ﬁ Activity log o This Application Insights resource is sending its data to a Log Analytics workspace. You can configure the pricing tier and
retention in that workspace. Learn more about workspace-based Application Insights.
9;{ Access control (IAM)
¢ Taos Log Analytics workspace: e28eebfd-9a1e-4bs3-2133-e78df531¢590-DynamicsMinds-WEU
Diagnose and solve problems .
X Dizg P Estimated Costs
2 Investigate The table below shows estimated monthly costs™ for this Application Insights resource based on the last menth's usage. Data ingestion and
5 Monitoring retention estimated costs are available in the Log Analytics workspace.
» Usage . Monthly usage (last 31 Estimated monthly
Item type Price
days) cost
N .
Configure Multi-step web tests 10.00 USD 0 test 0.00 USD
11! Properties Custom metrics™ MN/A 0 bytes
. . 0.00 USD
‘@ Smart detection settings
<5 Network Isolation *Estimates do not inchude taxes which may be applied to this subscription

*#gilling has not started for custom metric usage. Custom metrics will be billed based on bytes of data ingested. Learn more about Custom Metrics
(6] Usage and estimated
costs Data Sampling

APl Access Sampling can both reduce the volume of telemetry data the Application Insights SDKs send from your app, and the volume of data retained
by the Application Insights service.

Y= Work ltems Learn mare about Data Sampling &

> Settings Default ingestion data sampling is set to retain all data received, but you may change data sampling at any time. This application is

% Automation currently configured to retain 100% of data received.

5 Help Data volume cap

r — LA 0 BB B i

Daily volume cap X

If you need to limit your spend on data volume, you can apply a cap
to the amount of data per day. Learn more about Daily Cap &f

Data volume trends

The daily volume cap is:
0.16 "
(o ] ca/day

can be used to study data volume trends for this Applis

To view the data volumes for all of the Application Insic
workspace,

The daily cap reset time is 17:00 UTC. This reset time can be
configured via ARM.

Send an email to the subscription administrators when the
daily data volume has hit the cap.

Daily cap warning level: @

O— [ |

Send an email to the subscription administrators when the
daily data volume has hit this warning level.

To set an alert on daily cap and threshold Activity Log events, which
gives you more control over how you're alerted, follow these
instructions . &

Important: If this Application Insights resource is sending data to a
Log Analytics workspace, this daily cap cannot be relied on to always
limit data ingestion. Use the daily cap within Log Analytics to get
reliable data volume and cost control. Learn more about workspace-
based Application Insights.

Contact us if you want your application to submit more than 1000
GB/day of data.

e This rescurce has exceeded its daily cap limit within the last two days. To aveid this issue in the future, increase the daily cap here —

Show data for last:

mics 365
form Conference

, Europe



Filter events with Data Collection Rules

Microsoft Azure £ Search resources, services, and docs (G+/)

Home » Application Insights >

. @ DynamicsMinds =

Application Insights

|,D Search | T« W Application Dashboard @& Getting started 2 search o Logs @ Monitor resource group 5 reedback ¥t Favorites —> Rename [3] Delete
| @ Overview -~ Essentials
B Activity log Resource group (move) : Conferences Instrumentation Key : e28eebf8-9ale-4bs3-2133-e78df531c590
8 Access control (1AM) Location : West Europe Connection String @ Instrumentationkey=e28eebfd-9a1e-4bs3-2133-e78df531¢590;IngestionEnd point=ht
P Subscription (move) : Microsoft Azure Sponsorship Waorkspace : 228eebfd-9a1e-4bs3-2133-78df531c590-DynamicsMinds-WEU
Tags
Subscription ID : e2Befbf9-931e-43b3-88b3-e78df331c590
74 Diagnose and solve problems
Tags (edit) : Add tags
> Investigate
> Monitoring Show data for last:
- - ~
| 30 minutes g hours 12 hours 1da 3 days 7days 30days )
S Usage C [ 1 hour ) y y y ys )
~  Configure
Failed requests Server response time Server requests Availability
||| . 9 ﬁ *
|1l Properties
100 100ms 100 100%
T Smart detection settings 20 20ms a0 0%
DY Microsoft Dynamics 365
?D and Power Platform Conference
Pre-Day: MAY 26, 2024
'CSMINDS MAY 27 - 29, 2024

PortoroZ, Slovenia, Europe



Filter events with Data Collection Rules

Home > Application Insights > MandatoryFields > e28efbf3-931e-43b3-88b3-e78df531c590-MandatoryFields-WEU

i= e28eebf9-9ale-4bs3-2133-e78df531c590-DynamicsMinds-WEU | Tables

- Log Analytics workspace

|P Search | ¢«
Create
=5 Overview
E Activity log P Filter by name Type: All Plan : All

An  Access control (IAM)

@ Tags Showing 18 results Mo groupin

K Diagnose and solve problems [] Table name Type T4 Plan T4 Interactive retention Ty, Archive period T
£
& Logs D H Alert Azure table Anzlytics Workspace default (30 days)
o Sett
e D H AppavailabilityResults Azure table Analytics 90 days
{= Tabl I
L [ B appErowserTimings Azure table Analytics 90 days
i Agents
g D HH AppCenterError Azure table Analytics Workspace default (30 days)
s Usage and estimated costs
© g D HH AppDependencies Azure table Analytics 90 days
£ Data export
D HH AppEvents Azure table Analytics 90 days
4> Network isolation
D B AppExceptions Azure table Analytics 90 days
= Linked storage accounts
i D B AppMetrics Azure table Analytics 90 days
1] Properties
- D B AppPageVviews Azure table Analytics 90 days
W Locks
D FH appPerformanceCounters Azure table Analytics 90 days
> Classic
D FH AppRequests Azure table Analytics 90 days
> Monitoring
S Automation D FH AppsystemEvents Azure table Analytics 90 days
S Hel |:| HH AppTraces Ao dabla Analytics 90 days
€lp 5% Manage table
[ B8 Azureactivity Analytics 90 days
£ Create transformation @
D FH ComputerGroup Analytics Workspace default (30 days)
B Edit schema
D H InsightsMetrics Analytics Workspace default (30 days)
%1 Access control (IAM)
D HH Operation S Analytics Workspace default (30 days)
[ B usage Azure table Analytics 90 davys
DY Microsoft Dynamics 365
?3 and Power Platform Conference
Pre-Day: MAY 26, 2024
ICSMINDS MAY 27 - 29, 2024
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Filter events with Data Collection Rules

AppTraces transformation

0 Basics

o Schema and transformation

</> Transformation editor

Tenantld

0Obedda07-1f83-4591-...
0bedda07-1f83-4591-...
Obed4da07-1fa3-4591-..,
0Obedda07-183-4591-...
0bedda07-1f83-4591-...
Obed4da07-1fa3-4591-..,
0Obedda07-183-4591-...
0Obedda07-1f83-4591-...
Obed4da07-1fa3-4591-..,

Obedda07-1fa3-4591-...
4

DY
NAﬁ
' c S MINDS

TimeGenerated

2024-05-22T20:07:14....

2024-05-22T19:08:19....

2024-05-22T18:06:33....

2024-05-22T18:10:01....

2024-05-22T18:12:31...

2024-05-22T1&12:31..

2024-05-22T1812:32...

2024-05-22T17:26:51....

2024-05-22T17:28:09....

2024-05-22T17:28:59....

Message

Called from page 21
Called from page 26
Called from page 51
Called from page 26
Called from page 26
Called from page 26
Called from page 26
Called from page 51
Called from page 51

Called from page 51

SeverityLevel

1

Properties

{"environmentType""P...
{"environmentType":"P...
{"environmentType":"P...
{"environmentType":"P...
{"environmentType":"P...
{"environmentType":"P...
{"environmentType":"P...
{"environmentType":"P...
{"environmentType":"P...

{"environmentType":"P...

Measu

sy =vy-
mE e28efbf3-931e-43b3-88b3-278df531c590-Dynamics Minds2024-WEU

1 source

2 | where Properties.eventId == 'RT8@18" //Long Running Query

{0 228afbf9-9312-43...

TimeGenerated [UTC] T4 AppRolelnstance AppRoleName AppVersion
> 5/22/2024, 8:07:14.407 PM NAA N/A N/A
> 5/22/2024, 7:08:19.470 PM NAA N/A N/A
> 5/22/2024, 6:12:32.150 PM NAA N/A MN/A
> 5/22/2024, 6:12:31.956 PM NAA N/A MN/A
> 5/22/2024, 6:12:31.744 PM NAA N/A MN/A
> 5/22/2024, 6:10:01.789 PM NAA N/A MN/A
> 5/22/2024, 6:06:33.143 PM NAA N/A MN/A
> 5/22/2024, 5:28:59.598 PM NAA N/A MN/A
> 5/22/2024, 5:28:09.149 PM NAA N/A MN/A
> 5/22/2024, 5:26:51.771 PM NAA N/A MN/A

ClientlP

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

ClientModel
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

N/A

ClientQS ClientType
NAA N/A
NAA N/A
NAA MN/A
NAA MN/A
NAA MN/A
NAA MN/A
NAA MN/A
NAA MN/A
NAA MN/A
NAA MN/A

IKey [
2e696b1e-Beae-4484-961: 3
2e696b1e-Geas-4484-961:
2e696b1e-6eas-4484-961:
2e696b1e-6eas-4484-961:
2e696b1e-6eas-4484-961:
2e696b1e-6eas-4484-961:
2e696b1e-6eas-4484-961:
2e696b1e-6eas-4484-961:
2e696b1e-6eas-4484-961:

2e696b1e-6eas-4484-961:

Microsoft Dynamics 365
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Determine which
signals to limit




Maybe we don't need these?

« RTO0O03 and RT0004 - Authorization Succeeded, log for
webclient only, otherwise too many records

. (tostring(Properties.eventld) "RTO0003"

tostring(Properties.clientType) "WebClient")

« RTO0O06 - Report rendered: 1320 - Notification Email

« RTOO08 - Incoming WS calls for specific publishers that
generates large amount of API calls

* RTO0O19 - Outcoming WS calls for specific publishers that
generates large amount of API calls

Microso ft Dynamics 365

DYO&C and Power Platform Conference

NAM
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Maybe we don't need these?

RTO030 - Error dialogs with empty text (not really errors)

(tostring(Properties.eventld) 'RTO0030' tostring(Message) !startswith "Error
dialog shown:" Properties has "alErrorMessage")

ALO000JBO - Posting Preview called

ALOOOOE24 - Job Queue Lifecycle Job queue entry enqueued
ALOOOOEZ25 - Job Queue Lifecycle Job queue entry started
ALOOOOEZ26 - Job Queue Lifecycle Job queue entry finished
ALOOOOCTYV - Email sent

LC0040 - Task XYZ created: TIME scheduled to run after
DATETIME. Ready to run: True

oy LC0043 - Task XYZ main codeunit ID completed.
NAM

IQSN“NDS MAY 27 - 29, 2024
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Advanced filtering example rule

Source

| where not (tostring (Properties.eventid) in ("RT0003",
"RT0004", "RT0006", "RT0008", "RT0010", "RT0014", "RT0015",
"RT0016", "RT0019", "RT0020", "LC0024", "LC0025", "LC0040",
"LC0042", "LC0043", "LC0045"))

| where tostring(Properties.environmentType) == "Production™

DY?' Microso ft Dynamics 365

and Power Platform Conference
NAM Pre-Day: MAY 26, 2024
MAY 27 - 29, 2024



AppPageViews rules

0 = Production, 1 = Sandbox

tostring(Measurements.environmentType) "0"

« The “Properties.environmentType” is not currently available in
AppPageViews, but there is a similar information in
(Measurements.environmentType)

DY Microsoft Dynamics 365
o&c and Power Platform Conference
Pre-Day: MAY 26, 2024

IQSN“NDS MAY 27 - 29, 2024
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All Event IDs can be found on BC docs

J Learn / Dynamics 365 / Business Central / = i

Telemetry Event IDs in Application Insights

Article = 04/08/2022 = 4 contributors "y Feedback

In this article

Application events
Client events
Lifecycle events
Runtime events

_
See also

Microsoft Dynamics 365
DY(} and Power Platform Conference
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Application events

Event ID

ALOODOLAZ

ALOOOOLA1

ALOODOLAS

ALOODOCTV

ALOODOCTP

ALOODOGKK

ALOODOGK]

ALOODOGKL

ALOODOCTE

ALOODODD3

ALOOODOEMW

ALOODOE2A

ALOODOE2B

ALOODOE28

Area

Changelog
configuration

Changelog
configuration

Changelog
configuration

Email
Email
Email
Email
Email

Field monitoring

Field monitoring

Field monitoring

Permissions
Permissions

Permissions

Expand table

Field logging changed in changelog configuration
Field removed from changelog configuration

Email sent successfully

Failed to send emai
Authenticated to SMTP server
Connected to SMTP server
Email sent (using SMTP)

Sensitive field value has changed: {alfieldCaption} ({alFieldMumber}) in table {altableCaption}
({alTableMumbery)

Sensitive field monitor status has changed to {almonitorStatus}

ye field added to or removed from monitor: {alfieldCaption} ({alFieldMumber}) in table
{alTableCaption} ({alTableNumber})

User-defined permission set added: {alPermissionSetld}
User-defined permission set removed: {alPermissionSetid]

Permission set link added: {alSourcePermissionSetld} -> {alLlinkedPermissionSetld}

Microsoft Dynamics 365
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Client events

Expand table

Event ID Area
Page views
Error message quality

Client action

DY(} Microsoft Dynamics 365
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ALOOOOE3P

ALOOOOEI9

AL O0DOF

AlL0OOOF)4

DY

[ [ ) g MINDS

Lifecycle events

. . Expand table

Event ID Area Message
ALOODOE24  Job Queue Job queue entry enqueued: {allobQueueld}
Lifecycle
ALOOODOFNY  Job Queue Job queue entry not enqueued: {allobQueueld}
Lifecycle
Configuration Configuration package deleted successfully: {alPackageCode}
Package
Extension Upgrade tag searched for: {AlUpgradeTag}
Lifecycle

Cloud migration Companion table repair started

Cloud migration Companion table repair completed successfully

LCDOO0&

LCDO09

LCDO10

LCDO11

Company
Lifecycle

Company
Lifecycle

Extension
Lifecycle

Extension

Lifecycle

Company deletion canceled: {companyMame}

Company deletion failed: {companyMame]

Extension installed successfully: {extensionMame} version {extensionVersion} by {extensionPublisher}

({extensionld})

Extension failed to install: {extensionMame} version {extensionVersion} by {extensionPublisher}

({extensionld})

Microsoft Dynamics 365
and Power Platform Conference
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LCO040

LCO041

LCO042

DY
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LCO028

LCDO29

LCOO30

LCDO31

Task Scheduler

Task Scheduler

Task Scheduler

LCDO54

LCOO55

LCO056

LCOOS8

LCO100

LCO101

AppSource
Submission

AppSource
Submission

AppSource
Submission

AppSource
Submission

AppSource submission validation request started: {validationRequestld}
AppSource submission validation request completed successfully: {validationRequestld]
(Version, country-region) validation started: version {version}, country/region {countryRegion}

(Version, country-region) validation completed successfully: version {version}, country/region

[countryRegion}

Task {taskld} created: {codeunitObjectld} scheduled to run after {notBefore}. Ready to run: {isReady]

Task {taskld} ready: {codeunitObjectld} set ready to run after {notBefore}.

Task {taskld} removed: {codeunitObjectid}

Profile
Configuration
Lifecycle

Profile
Configuration
Lifecycle

Extension
Lifecycle

Permissions
Environment

Environment

Profile page customization removed: {Profileld} in app/extension {ProfileAppld]

Profile page customization converted: {Profileld} in app/extension {FProfileAppld]

Extension is already synchronized: {extensionMName}

Permission set changed by an extension

Environment update available for scheduling: {environmentMame} to version {destinationVersionj.

Environment update scheduled: {environmentMame} to version {destinationVersion}, update on or

after date: {registeredrorUpdateOnOrAfterDateUtc)

Microsoft Dynamics 365
and Power Platform Conference

Pre-Day: MAY 26, 2024
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Runtime events

.. Expand table

Event Area Message

ID

RTO001  Authorization Authorization Failed (Pre Open Company): {failure reasonj

RTOD02  Authonzation Authorization Failed (Open Company): {failure reasonj

RTOD03  Authonzation Authorization Succeeded (Pre Open Company)

RTO004  Authorization Authorization Succeeded (Open Company)

RTO005  Performance Operation exceeded time threshold (SQL query)

RT0006  Report generation Success report generation

RT0006  Report generation Report rendering failed: {report ID} - {report name}

RTO007  Report generation Cancellation report generation

RTO008  Incoming Web service Web service called ({category of request}): {endpoint}
requests

RTO0O10  Bxtension lifecycle Extension Update Failed: exception raised in extension {extensionName} by {extensionPublisher}

(updating to version {extensionTargetedVersion})

RT0011  Report generation Report cancelled but a commit occurred
RT0012  Performance Database lock timed out
RTOD13  Performance Database lock snapshot: {snapshotid}
RTO014  Security App Key Vault initialization succeeded: '{keyVaultUn}'
RTO0O15  Security App Key Vault initialization failed Microsoft Dynamics 365
DY(} and Power Platform Conference
RT0016  Security App Key Vault secret retnieval succeeded from key vault ‘{keyVaultUn}

[ [ ) g MINDS

, Europe

RTO0O17  Security App Key Vault secret retrieval failed from key vault: ‘{keyVaultUri}
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Using Where statement to do filtering

Part 1 of KQL | where timestamp > ago(60d) // adjust as needed
query — filter
the data | where customDimensions.eventld == 'RT0006’

| where tostring(customDimensions.environmentType) ==
"Production®

| where customDimensions.alStackTrace contains XZY
XYZ — could be some Obiject Id for example




Part 1 of KQL

| where tostring (customDimensions.clientType) 1=

qhuegy — filter "Background*
the aata

| where not (tostring (customDimensions.aadTenantld)
contains “aadTenatID")

| where (tostring (customDimensions.extensionVersion)
contains “1.2.3.4")

| where tostring(customDimensions.alObjectType) !=
‘Codeunit’




Using project statement to limit the number of columns

Part 2 of KQL
query — limit
the number of
columns

| project timestamp
. aadTenantld = customDimensions.aadTenantld
/...




| project timestamp
// in which environment/company did it happen
Part 2 of KQL , aadTenantld = customDimensions.aadTenantld
query — limit , environmentName = customDimensions.environmentName
the number of , environmentType = customDimensions.environmentType
columns , companyName = customDimensions.companyName
// in which extension/app
, extensionld = customDimensions.extensionld
, extensionName = customDimensions.extensionName
, extensionVersion = customDimensions.extensionVersion
, extensionPublisher = customDimensions.extensionPublisher
// in which object
, alObjectld = customDimensions.alObjectld
, alObjectName = customDimensions.alObjectName
, alObjectType = customDimensions.alObjectType

@“ED
I SMINDS




Using extend operator to add new columns (calculations)

Part 3 of KQL

query —add | extend extensionVersion = tostring
new columns (customDimensions.extensionVersion)

| extend executionTime = totimespan
(customDimensions.executionTime) / 1ms

| extend renderTimelnMS = totalTimelnMS —
serverExecutionTimelnMS




More complex statements with where, extend, and project

| where not (tostring (customDimensions.extensionVersion)
contains ‘1.12.123.1234’)

| extend version = split(extensionVersion, ".")
| extend
baseVersion = tostring(version[0])
, versionMaj = toint(version[1])
, versionMin = toint(version[2])
| extend appVersion = versionMaj + versionMin

| project
versionMajMin = strcat(versionMaj, '.", versionMin)
, versionA = strcat(tenantld, ": (', baseVersion, ')")

@“ED
I SMINDS




Part 4 of KQL

query —
render chart

@“ED
I SMINDS

| render columnchart
with (
legend=hidden,
xtitle="Version",
ytitle="RT0005 Count",
title="Long running queries by version")

RTOO0S Court

0z 867ms

Long running queries by version

Version: 33.5
eventCount 13,076

versiond:  285e98fc-8635-4f07-9d2a-2d57d96c88fe: (2400)

185 records




Part 4 of KQL

query —
render chart

%ﬁ%

| render areachart
with (
legend=hidden,

accumulate=true,

kind=stacked,

xtitle="Time",
ytitle="Total time long-running events (seconds).",
title="Long-running events by extension.")

Long-running events by extension.

150,000
Time: 5/14/2024, 12:00:00.000 AM
12 Column: 19,742.449
o extensionMame:Base Application
5
Ifj
2010
£
]
8
o
&
=
@ 50,000
E
=]

/\

Apr26  Apr23 Apr30 May2 May 4 May & Mayd May 10 May 12 May 14 Mayie May May 20 May 22 May 24

75 738ms Display time (UTC+00:00) 8376 racords




| render barchart

with (
Part 4 of KQL xcolumn = functionName,
query — xtitle="Average (ms)",
render chart title="Top 10 execution times of functions.’,

ycolumns=sumExecutionTime,
ytitle="Total Time (ms)",
legend=hidden)

Top 10 execution times of functions.

2298 (ms) - [Code...

1ass oms) - repor... |

L]

=

5 13te - pooe-.. [

E
1200 s tcoce...
1047 - coce..
1026 ) - coce...

384 (ms)
? 0 20,000 40,000 60,000 80,000 100,000 120,000 140,000 160,000 180,000
Total Time (ms)
I SMINDS
records




Part 4 of KQL

query —
render chart

@ﬁns

| render piechart
with (
legend=hidden,
xtitle="Version",
ytitle="RT0005 Count",
title="Long running queries by version")

Long running queries by version

33.15 (0.01%) ‘, 9.270 (0.42%)

— 33.1(1.36%)
332 (0.92%)
" T~ 13307%
_— 33.5(32.98%)

33.14 (1.15%)

33.13 (8. szaV

33.12 (0.01%)

33.11 (30.43%)

" 33.9 (1.6%)

L

33.10 (21.02%)

0s 707ms

185 records
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BEEP! BEEP! Alert me

e Time-Savers * No Code

— Set and Forget —Power Bl

— Instant Notifications
e Low Code

* Consistency is a Key —Azure Application Insights
— 24/7 alertness Alerts

— Human Error Reduction .
—Azure Logic Apps

* Proactive Problem Solving _Power Automate

— Early Detection
— Swift Response

« Data-Driven Decisions
— Real-Time Insights

Microsoft Dynamics 365

DY? - T r e N d A N a I y S | S and Power Platform Conference

lpSMINDS MAY 27 - 29, 2024
4 PortoroZ, Slovenia, Europe



ISV and VAR Alerts Responsibilities

Condition

AppSource validation failures
Database performance

Email Errors

Extension failed to install
Extension failed to upgrade
Environment failed to update
Error dialog

Job Queue errors

%ﬁDS

Event Id(s)

LC0035

RT0005

ALOOOOCTP

LC0011

RTO0010

LC0107

RT0030

ALOOOOE26

Microsoft Dynamics 365

and Power Platform Conference
[Pre-Day: MAY 26, 2024

MAY 27 - 29, 2024

PortoroZ, Slovenia, Europe




Example

¢ DynamicsMinds20...  Select scope '.:.Tim'E" range : Set in query Save v |~ Share w I ~+ New alert mIEI

b

'_I.
[ LU B v B I TR W Y S Wy U

=
W P 2

DY
NAﬁ
l c S MINDS

traces

where timestamp > ago(ld) // adjust as needed

and customDimensions.eventId == "ALBBBAHET'
project timestamp
aadTenantId = customDimensions.aadTenantId
environmentlame = customDimensions.environmentlame
environmentType = customDimensions.environmentType
allobQueueld = customDimensions.alJlobQueueId
allobQueueldbjectld = customDimensions.alJobQueueObjectId
allobQueuelbjectType = customDimensions.allobQueuelbjectType
alJobQueueStatus = customDimensions.allobQueueStatus
allobQueueExecutionTimeInMs = customDimensions.allobQueueExecutionTimeInMs
allobQueueStacktrace = customDimensions.allobQueueStacktrace // stack trace added in 28.5

Microsoft Dynamics 365
and Power Platform Conference
Pre-Day: MAY 26, 2024

MAY 27 - 29, 2024
PortoroZ, Slovenia, Europe



Example

DY
NAﬁ
ICSMINDS

Measurement

Select how to summarize the results. We try to detect summarized data from the query results automatically.

Measure () | Table rows v |
Aggregation type (0 | Count ~ |
Aggregation granularity (O | 1 hour S |

Split by dimensions

Use dimensions to monitor specific time series and provide context to the fired alert. Dimensions can be either number or string columns. If you select more
than one dimensicn value, each time series that results from the combination will trigger its own alert and will be charged separately. (&

Dimension name Operator Dimension values Include all future values
Alert logic
Operator * () | Greater than v |
Threshold value * (0 | 1 w |
Frequency of evaluation * (O | 1 hour v |

Microsoft Dynamics 365

o Estimated manthly cost $0.50 (USD) and Power Platform Conference

Pre-Day: MAY 26, 2024

MAY 27 - 29, 2024
PortoroZ, Slovenia, Europe



Example

Home > DynamicsMinds | Logs » Create an alert rule > EmEIIISMS mE‘SSag'E/PUShNUiCE
CI’EEtE actinn gl’DUp Add or edit Email/SM5 message/Push/Voice action

|:| Email

Basics Motifications  Actions Tags Feview + create ;
Email & |

Choose how to get notified when the action group is triggered. This step is optional.

|:| SMS (Carrier charges may apply)

Notification type Name () Selected (0
Country code | 1
Email/SM3S message/Push/Voice v | |
Phone number |
v | |
|:| Azure mobile app notification
Azure account email (D |
|:| Vaoice
Country code | 1
Phone number |
Microsoft Dynamics 365
DY? and Power Platform Conference
|CSMINDS MAY 27 - 29, 2024
PortoroZ, Slovenia, Europe
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How to see which clients the users at customer use

Usage

Sessions

Clients

Locations

Application Areas

Page views

Reports

Feature usage

Checklist usage

Integrations

Connectors

Deprecated features

About the report

Errors

Performance

Administration

< Go back

Clients

Page views by Environment

O File ¥ I« Export v & ChatinTeams @ Get insights @ Subscribe to report

This page shows what type of clients and browsers users use.

Tenant/Environment/Company

All %

Client Statistics

Eount Domain AAD Tenant Id Environment Name
9508 0d0b3334-627e-49a4-995a-b31074e70fda End-user
4163
936 2ecf9a41-a7cc-480f-81cd-c1ed6adf4e26 Production
751 f6328bab-603a-40f4-b3e0-ded993145ec9  Production
738 b2dd0c6c-a136-49cb-9f3f-02386021c495  Production
732 bb2e8d0d-c989-4d05-bbbf-da8ela3e753a Production
726 949e887d-4a47-4dbc-a746-74541ec6df9d  Production
46647

Eageviews Browser Client type Client OS
8077 Edge Desktop Windows 10
2102 Chrome Desktop Windows 10
269 HeadlessChrome Desktop Linux
166 Firefox Desktop Windows 10
90 Mobile Safari Ul/WKWebView Phone i0S 15.6
58 Chrome Mobile WebView Phone Android
16 Mobile Safari UI/WKWebView Phone i0S 16.0
8 Edge Tablet Windows 10
6 Safari Desktop Mac OS X 10.15
10804
Browser Statistics
Pageviews Browser Browser
. Version

Client Types

Client type
@ Desktop

®Phone
@ Tablet

98.30%

Browsers
Browser
@®Edge

® Chrome

Chrome

@ HeadlessChrome
2K
=
v

Screen sizes
Screen Resolution
@ 1920x1080

® 1280x720

@2560x1440

® 1366x768
1536x864
3440x1440

@ Firefox

1920x1080 1280x720

®3072x1280
® 1920y 1200

——

121%

()

sIl =



How to see which standard features customers use

D File v I« Export v & ChatinTeams Q Getinsights (@ Subscribe to report - O R~y O~ C B w 72 O
2 q 9 q T EnVi C = Filters >
Application areas (base application) enant/Environment/Company
Q  Search
All 4

Filters on this page

Usage This page shows which parts of the Business Central base application the users use (or do not use). Area ~ @
is not (Blank), , Administration,...
Sessions . ) . Filter type
Usage by Application areas Page views and reports run asic fering .
Clients
Inventory Area Count A 0 Search
-
Locations Sales 1999 ®] Selectall
Application Ar © Finance 1705 O @lanky
cation eas ‘:l 1
932
REAUEE Payment 269 idmln;tratlon 21
] ssemi
Financial reporting 250 N blyM .
. . /] Assembly Managem...
Reole Dimensions 80 —
Feature usage G/L 75 Name v oQ
Currency 55 is (All)
Checklist usage Fixed Assets 22 Object Id v o
VAT 12 is (AlD
Integrations Tax 5 Object type NN
is (All)
Connectors Workflow 4
Item charges 1 Sub Area ~Q
is (Al
Deprecated features Intercompany
: Fil
Finance Inventory 515 Hertype X
About the report Purchasi 50 Basic filtering v
© Purchasin
. 9‘ L search
Errors Relationship Management 61
Warehouse Management 44 Selectall
Performance Assembly Management 14 (:‘a"k) 12
2 Bin 1
q
Administration Bie)jsctiManagement iz M Currency 1
Total 4792 -
Dimensions 1
Dynamics 365 Sales 1
Relationshi...
Filters on all pages
Date voo
is (Al
Domain Voo
is (All)
aadTenantld v oQ
is (Al
environmentName v o

is (All)




How to see which reports is customer using

Usage
Sessions
Clients
Locations
Application Areas
Page views
Reports

Feature usage

Checklist usage

Integrations
Connectors
Deprecated features
About the report
Errors
Performance

Administration

< Go back

D File v I« Export v & ChatinTeams Q Getinsights (@ Subscribe to report

Reports

Tenant/Environment/Company

All

Oy C ®©

This page shows the reports that users use, how often, when, and how they run them, and which layouts and document formats they prefer.

Report Statistics

JE—
Count Report Name Object id § Layout Extension Publisher Version A
Type
v
12 ExportElecPayments - Word 11383 Word Base Application Microsoft 21.0
2 Service Invoice-Sales Tax 10474 Rdic Base Application Microsoft 21.0
2 Service Invoice-Sales Tax 10474 Word Base Application Microsoft 21.0
1 Inventory Valuation 10139 Rdlc Base Application Microsoft 21.0
8 Purchase Invoice NA 1012§ Rdlc Base Application Microsoft 21.0
1 Vendor - Listing 10108 Rdlc Base Application Microsoft 21.0
1 Reconcile AP to GL 1010 Rdic Base Application Microsoft 21.0
1 Sales Shipment NA 10077 Rdlc Base Application Microsoft 21.0
2 Daily Invoicing Report 1005 Rdlc Base Application Microsoft 21.0
4 Trial Balance 10024 Rdlc Base Application Microsoft 21.0
1 Trial Balance Detail/Summary 1002 Rdic Base Application Microsoft 21.0
26 Bank Acc. Recon. - Test 1404 Rdlc Base Application Microsoft 21.0
1 Bank Acc. Recon. - Test 1404 Rdlc Base Application Microsoft 22.0
4 Bank Account Statement 1407 Rdlc Base Application Microsoft 21.0
5 Check 1409 Rdic Base Application Microsoft 21.0
2 Standard Purchase - Order 1324 Word Base Application Microsoft 21.0
18 Standard Sales - Invoice 13040 Word Base Application Microsoft 21.0
2 Standard Sales - Order Conf. 1309 Word Base Application Microsoft 20.5
9 Standard Sales - Order Conf. 1309 Word Base Application Microsoft 21.0
26 Standard Sales - Quote 1304 Word Base Application Microsoft 20.5
13 Standard Sales - Quote 1304 Word Base Application Microsoft 21.0
10 Standard Sales - Quote 1304 Word Base Application Microsoft 21.1
2 Standard Sales - Pro Forma Inv 1304 Rdlc Base Application Microsoft 21.0
1 Work Order 754 Rdlc Base Application Microsoft 21.0
3 Inventory - List 709 Rdlc Base Application Microsoft 20.5
10 Foreign Currency Balance 50 Rdlc Base Application Microsoft 21.0
1 Sales Document - Test 20 BBl Base Application Microsoft 21.0

w 7

Layout types

LayoutType
@Excel

®Rdlc
@ Word

30.92%

Report actions (e.g. download, print, or send to inbox)

ReportAction
@ Download

® Preview
@Print
®Save

22.37%

56.91%

Reports over the Day - (UTC-06:00) Central Time (US &

Canada)

Client type
@Background

®Phone
@ WebClient

Client type 100
@Background

N

. I L
0 5 10 15 20

Reports over the Week

—

139%

= A

s =

(@)



How to see if customer is using Microsoft connectors

D File v I« Export v K ChatinTeams ©Q Getinsights (@ Subscribe to report - ©O Rv O~ C ®© w 7 0©
. «
Connectors Tenant/Environment/Company )
All v z
o
Usage . . . . .
This page shows integrations using Microsoft connectors (Teams, Excel, Power Bl, Power Automate, Power apps, ...).
Sessions
Clients Connector Usage Statistics Connector Usage
. Count Connector Connector
Locations -
@Edit in Excel

3369 Power Automate
® Microsoft Teams

1276 Power Bl 68.14%
Page views 215 Edit in Excel @ Power app/automate...

Application Areas

Reports 62 Power app/automate setup .

22 Microsoft Teams
4944

Feature usage

Calls over the Day - (UTC-06:00) Central Time (US &

Checklist usage

Canada)
Integrations . Connector
Connectore Connector Usage by Endpoint @it in Excel
Derecaied rature Eount Connector Endpoint A ® Microsoft Teams
588 Power Automate MS/api/Contoso/Productivity/v2.0/subscriptions() @ Power app/automate...
Aboutthe report 540 Power Automate MS/api/4PS/ProgressApp/v1.0/subscriptions() @ Power Automate
Errors v 517 Power Automate MS/api/4PS/ProgressApp/v1.0/subscriptions v 0 5 10 15 20
336 Power Automate MS/api/Microsoft/bc2adls/v1.0/adls
Performance v
310 Power BI MS/api/microsoft/runtime/beta/apiRoutes
Administration > 300 Power BI MS/api/microsoft/runtime/beta/companies Calls over the Week
289 Power Automate MS/api/4ps/hr/v1.0/subscriptions() Connector
284 Power Automate MS/api/4ps/hr/v1.0/subscriptions @ Edit in Excel
204 Power Automate MS/api/v2.0/items ® Microsoft Teams T«
204 Power Automate MS/api/v2.0/items() @ Power app/automate...
167 Power Automate MS/api/microsoft/automation/beta/automationCompanies @ Power Automate . ! . . .
92 Power BI MS/api/microsoft/reportsFinance/beta/dimensionSetEntries Power BI 0K
81 Power Automate MS/api/microsoft/runtime/beta/companies Mon  Tue ~ Wed  Thu Fri sat sun
DY?D 80 Power BI MS/api/microsoft/reportsFinance/beta/generalLedgerAccounts
71 Power BI MS/api/microsoft/reportsFinance/beta/dimensionValues
lCSMINDS 70 Power BI MS/api/microsoft/reportsFinance/beta/generalLedgerEntries
& Go back R? Pawer ann/anitamate  MS/ani/micracnft/riintime/heta/comnaniec

-———H——+ 139% O



Usage

Errors

Performance
Recommendations
Performance events
Sessions
OnCompanyOpen
Pageviews

Reports

Long Running SQL Queries

Database lock timeouts

Long Running AL methods
Top 10 slowest pages (on average) Top 10 slowest pages (on average) by date
Incoming webservice calls .
Count Page Name Page Type é"g load time (sec) Page Name @Bank Ac... ®Cash Flo... ® CRM Co... @ Custom... © Fixed As... ® Integrati... »
Outgoing webservice calls 4 Fixed Asset List List 41.6
3 Cash Flow Forecast Entries List 39.5 60
Job Queue 1 Table Information List 30.1 é
11 CRM Connection Setup Card 289 v
Tl S mdler 1 Customer Report Selections List 27.1 g 40 ®
_ _ 3 Shpfy Connector Guide NavigatePage 19.0 2 ‘ °
Configuration packages 21 Migration Table Overview Worksheet 18.1 2 20
s Dbt 13 MSFT Migration Table Overview Worksheet 15.9 g
< Go back 4 Integration Table Mapping List List 14.7
- . - 1016R

O File ¥ I« Export ¥~ & ChatinTeams € Getinsights (@ Subscribe to report - ©O AvODOv C © w Z O




Telemetry for sensitive field changes

* Signals:
—ALOOOODD3 (Sensitive field monitor status has changed)
—ALOOOOCTE (Sensitive field value has changed)
—ALOOOOEMW (Sensitive field added to monitor/removed from
monitor)

- Delete Change Log Entry table more frequently because your
data is still in Application Insights. Save database space.

« Setup an alert that can send a more advanced notification
compared to the Business Central standard email notification.

DY Microso ft Dynamics 365
?' and Power Platform Conference

NAM
MAY 27: 29, 2024



Telemetry for sensitive field changes — example query

traces

| where timestamp > ago(7d) and customDimensions.eventId ==
"ALOOOOCTE"’

| project timestamp, eventId=customDimensions.eventId, message

, componentVersion = customDimensions.componentVersion

, aadTenantId = customDimensions.aadTenantId

, environmentType = customDimensions.environmentType

, environmentName = customDimensions.environmentName

, extensionVersion = customDimensions.extensionVersion

, alTableNumber = customDimensions.alTableNumber

, alFieldNumber = customDimensions.alFieldNumber

, alTableCaption = iff( isempty(customDimensions.alTableCaption),
customDimensions.altableCaption, customDimensions.alTableCaption )
, alFieldCaption = iff( isempty(customDimensions.alFieldCaption),

customDimensions.alfieldCaption, customDimensions.alFieldCaption )

Microsoft Dynamics 365
DY? and Power Platform Conference
"‘quNDS MAY 27 - 29, 2024
y Portoroz, Slovenia, Europe
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Azure Managed Grafana

88 General /D365BC TELEMETRY DASHBOARD # <
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= Traces
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Lcoo18 unpublished succes...

LC0022 updated successfully

LCoo12 synchronized succe..

LCO014 published successf.. Tenant Tenant

LCo020 compiled successf..  Tenant Tenant

Extensions Upgrade failures

0

Job Queue errors in last day

Source: Stefano Demiliani Blog

ODataV4

Success

Success

Success

Success

Success

Table ‘Sales Price i.

pe




Why Grafana?

* Impacting visual outputs and rich dashboarding features

* Possibility to add multiple data sources and queries to a
dashboard

- Role-based dashboards (you can create roles and assign users
to a dashboard)

- Possibility to access the dashboards via a dedicated instance
(no need to access the Azure Portal)
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Azure Managed Grafana features

« What can be data source?

—Azure Monitor, Azure Data Explorer, SQL Server and Azure
SQL, MySQL, Google Cloud Monitoring, CloudWatch,
Alertmanager, Elasticsearch, Grapite, etc...

e Roles:

— The Admin role provides full control of the instance including viewing,
editing, and configuring data sources.

— The Editor role provides read-write access to the dashboards in the
instance.

— The Viewer role provides read-only access to dashboards in the instance.

« $6 per month / per active user
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Azure Managed Grafana

& 5D Dashboard / Edit Panel

Panel Title

900 ms
800 ms
700 ms
600 ms
500 ms
400 ms
300 ms

Il | [ \ | 200 ms

| il ) I \ | N | | T | \ A Ve I \ | 100ms
s | l'lnl 7 | & L 1 LS . T o | \ LTI .I' I ‘
08/28 08:00 08/28 16:00 08/29 00:00 08/29 08:00 08/29 16:00 08/30 00:00 08/30 08:00 08/30 16:00 08/31 00:00 08/31 08:00 08/31 16200 09/01 00:00 109/01 08:00 09/01 16:00 09/02 00:00 09/02 08:00

== Client processing time

|.‘|;J f ‘l' 0

L e A ms

08/26 16:00 08/27 16:00 08/28 00:00
== Traces

B Query 2

Datasource [&] Azure Monitor ® > Query options Query inspector

Resource Metric namespace Metric Aggregation Time grain

@ d365bctelemetry2 | microsoft.insights-components Traces Count 1 hour

Dimensions

Legend format

Resource. Metric namespace Metric Aggregation Time grain
@ d365bctelemetry2 | microsoft.insighis-components Client processing time Average Auto ynamics 365
Platform Conference

Dimensions
+ {26, 2024

rtore lovenia, Euro

Source: Stefano Demiliani Blog
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Current working process

- Session.LogMessage
« Platform Signals

App|n3|g htS  https://dc.services.visualstudio.com/v2/track
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https://dc.services.visualstudio.com/v2/track

New concept... (work in progress for next session)

BC
- OpenTelemetry standard

SDK for used widely, even for C#
OpenTelemetry

Applnsights
proxy to » https://dc.services.visualstudio.com/v2/track

custom server

. lizgti
* Issue tracking

* Integration
with GitHub
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Sentry Telemetry using OpenTelemetry

PGy Issues >

E Issues Prioritized 1  ForReview 1 Regressed Escalating Archived

: L >
Help make Sentry less noisy and more precise %« g
+
x T
Learn More i + x
X

[ All Projects ~ B AllEnvs ~ B 14D ~ Custom Search Q, |is:unresolved [issue.priority:[high, medium] b

1l LastSeen v GRAPH: 24h 14d EVENTS USERS PRIORITY ASSIGNEE

Operation exceeded time threshold (AL method) AL CallStack: "BCY Save Temp PDF"(CodeUnit 71194575).ShowPdfinViewer line 211
® cd0f5886-3000-4834-afc1-aBBaad33clae 2 1 et @ N

Ongoing (@ DYNAMICSMINDS2024-1 (% 3d ago | 3d old

1-10f1
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Sentry Telemetry using OpenTelemetry

Issues » m DYNAMICSMINDS2024-1 v ]
Operation exceeded time threshold (AL method) "BCY Save Temp PDF"(CodeUnit 71194575).S..  Ongoing

® 0db2cd10-b5d?-4820-aeb0-2c532baladab

Details Activity 0> UserFeedback o  Attachments Tags AllEvents MergedIssues Similarlssues Replays o

EventID: 9b1b732a May.19.2:00.EM e & O

No Trace Available

Event Highlights ¢} Feedback

handled -- transaction --
level error status_code --
release S lrace: trace_id —o

environment - Runtime: name --

url Runtime: wversion ==

Maszana

DY
":SMINDS

B AllEnvs v

Recommended «

View All

Open in Discover Archive v Resolve v

& Edit

EVENTS USERS PRIORITY
2 1 Med «
Assigned To &

@ Stefan Sosic v

Last 24 Hours
0

Last 30 Days
2
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Sentry Telemetry using OpenTelemetry

DY
AR
ICSMINDS

GitHub Issue

Create Link

GitHub Repository

Title

Operation exceeded time threshold (AL Method)

Description

b

Sentry Issue: [DYNAMICSMINDS2024-1]
(https:/#bcility.sentry.io/issues/443923/?referrer=github_integration)

alStackTrace

AppObjectType: CodeUnit

AppObjectld: 71194575

AL CallStack: "BCY Save Temp PDF"(CodeUnit 71194575).ShowPdfinViewer

line 211 - PDF Viewer Integration by BCILITY

Assignee
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Get deeper context with the new trace view, which links events directly inside traces. Read why we are doing this and how it helps you b4

BCILITY -
Performance » Transaction Summary > Trace Open in Discover 2} Give Feedback
Performance Q Search in trace ResetZoom 98
[ FCF) ( )
000ms  500.00ms 1.00s 150s 200s 250s 500s 11 350s 4005 4 () | Trace WebVitals [l execution time - ShowPdfinViewer DEo
1
1 Trace — 7f193c7c008a46bc87d476fee0002d417 | -
—— - — transaction .
| + [ execution time — (CodeUnit 71194575).ShowPdfinViewer line 211 e - | NET . . Actions v
: execution time - ShowPdfl...
"
. General
I
! Duration 3.e8s
| Date Range May 22, 8:56 PM (1716411387.215)
. May 22, §:56 PM (1716411398.215)
I
i Event ID 29f82de18abd4asbb35ac93d62fd9fa1 L
| Deseription /ShowPdfInViewer [0
I
| View transaction summary
I
I
I
"
| Tags All  Custom  Application Client  Other
"
. browser Firefox 87.8
. name Firefox
E environment prod
| level info
I
. alobjectid 71194575
I
! name BCY Save Temp PDF
bc_version 23.0.19560.0
|
) ' Contexts
Quick Start :
E User
i Email stefan.sosic@becility.com
l ID 1667
"
I
E Browser
E Name Firefox
. Version 87.08 e
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